
CASE STUDY

INDUSTRY

Financial Services

CHALLENGE
Verify that data protection, business 

continuity and corporate governance 

arrangements meet the requirements 

of Zurich Group Germany

SOLUTION
Comprehensive audit of Iron 

Mountain records management 

facilities and processes 

conducted at regular intervals  

VALUE
 > Data protection shown to 

comply with or exceed the 

most stringent standards

 > Efficient retrieval of policies, 

claims and other key records

 > Simpler, more robust record 

management approach 

ZURICH GROUP GERMANY

ULTIMATE DATA PROTECTION FOR INSURANCE GIANT

FAST, SECURE RECORD RETRIEVAL

Iron Mountain® is the preferred off-site records management 
supplier to Zurich Group Germany. The relationship began when 
the insurance company decided to consolidate its paper document 
archive from eight service centres and four other storage locations.

Zurich Services GmbH runs the central support operation for 
Zurich Group Germany and is responsible for supplier selection. 

Raphael Lamskemper, Head of Document Logistics, Germany, 
explains: “Logistics and storage arrangements needed to assure 
security and allow fast and accurate file retrieval. Iron Mountain 
convinced us it had all the right credentials and tabled a cost-
effective proposal.”

HIGHEST CODES OF CONDUCT, 
PROTECTING OVER 500,000 FILES

Currently, Iron Mountain has custody of over a half-a-million 
individual files for Zurich Group Germany, arranged in more than 

63,000 archive boxes. Many of those documents are insurance 
contracts and claims papers. As such the archive contains personal 
client information, so data protection is of the utmost importance.

“Data privacy is very important for the insurance business,” 
continues Raphael Lamskemper. “Zurich also has to ensure it has 
adequate business continuity arrangements and these extend to 
service providers like Iron Mountain.”

Applicable regulations include the Deutsches Handelsgesetzbuch 
(the German Commercial Code) and the Bundesdatenschutzgesetz 
(the Federal Data Protection Act) issued by the German Federal 
Ministry of Justice and Consumer Protection. The latter, in its 
current version, brings Germany into line with EU GDPR rules. 

The code of conduct for the handling of personal data issued by 
The General Association of the German Insurance Industry is also 
included. Raphael Lamskemper says: “In terms of data privacy this 
even surpasses the Bundesdatenschutzgesetz.”



STRICT AUDIT CHECKS

To assure compliance, Zurich Group Germany conducts periodic audits of Iron 
Mountain facilities. The most recent involved a three-person team visiting an Iron 
Mountain records management centre for an entire day, to verify prior Iron Mountain 
answers to a comprehensive questionnaire. 

The audit covered all aspects of the records management service including physical 
protection, access control, file storage, handling and disposal, as well as fire and 
burglary protection. It also extended to business continuity provisions and general 
corporate governance arrangements.

PASSED WITH FLYING COLOURS

“The whole process was analysed,” confirms Raphael Lamskemper. “The Iron 
Mountain people were very constructive and helpful and made every effort to 
provide satisfactory answers to our questions.” 

Aspects reviewed included roles and responsibilities, training and instruction, and 
logging and tracking of file locations to safeguard data privacy at all times. 

“Everything we saw corresponded to what Iron Mountain had said,” Raphael 
Lamskemper sums up. “Data protection was the key audit issue and Iron Mountain 
does it exceedingly well. We went away satisfied that everything is well organised. 
Special emphasis is placed on data protection. Processes work and our files are 
securely protected and in good hands.”

“THE IRON MOUNTAIN PEOPLE WERE VERY 
CONSTRUCTIVE AND HELPFUL AND MADE 
EVERY EFFORT TO PROVIDE SATISFACTORY 

ANSWERS TO OUR QUESTIONS.”
Raphael Lamskemper
Head of Document Logistics, Germany
Zurich Services GmbH

“DATA PROTECTION WAS THE KEY AUDIT ISSUE AND 
IRON MOUNTAIN DOES IT EXCEEDINGLY WELL. WE 
WENT AWAY SATISFIED THAT EVERYTHING IS WELL 
ORGANISED. PROCESSES WORK AND OUR FILES ARE 

SECURELY PROTECTED AND IN GOOD HANDS.”
Raphael Lamskemper
Head of Document Logistics, Germany
Zurich Services GmbH

Iron Mountain UK: 
Third Floor, Cottons Centre 
Tooley Street, London, SE1 2TT 
United Kingdom 
+44 (0) 8445 60 70 80 
www.ironmountain.co.uk

Iron Mountain Ireland: 
Damastown Avenue, 
Damastown Industrial Estate, 
Dublin 15, Eire 
+353 (0) 1861 3900 
www.ironmountain.ie
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