DEALING WITH
SUBJECT ACCESS
REQUESTS
A checklist for responding
to GDPR subject access
requests (SARs) within
the deadline of 30
calendar days.

Kick off the workflow
You should have a case-management platform for
handling submission and receipt. A timer should
keep your team informed about where they are in
the 30-day deadline. This should include proactive
notifications so you know where you are in the
timeline of response and to monitor you can achieve
it. You’ll also need a way to verify the identity of the
subject to ensure the information they’re asking for
is their own. In this case, it may be reasonable to
seek proof of identity, such as a passport or ID card.

Collate into a single record
When all relevant parties have submitted the
requested information to the case management
platform, it should be reviewed for relevance
and collated into a single response. If you have
information stored in hardcopies or on obsolete
digital media, you may need more time to
gather and collate it, in which case you’ll need to
inform the subject.
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One of the core tenets of GDPR is giving
people control over how organisations
collect and use their personal information.
Individuals may send a subject access request
(SAR) in any way they see fit, either verbally
or in writing, and it’s up to companies to
respond within 30 calendar days.

WATCH THE FULL VIDEO FOR MORE TIPS

Receive the request

Gather the data

Businesses should have a clearly defined
process for receiving SARs. Providing a web
form for submitting a request saves time on
both sides. If the form is integrated with your
information management system, a portion of
the process can be automated. However, you
should also provide alternative options, such
as paper forms and email. These alternatives
can be ingested to the same system allowing
the process to ‘kick off’ in the same way as an
ingested web form.

Gathering data is often the most time-consuming step of all, especially for
companies which still have hardcopies on paper documents or physical
digital media. Since all relevant data must be disclosed, it helps to have
a unified information management system providing full visibility into all
customer data. Where this is not possible a good understanding of where
all content, regardless of format, is located will help with the data gathering
process. This can often mean requesting data from other internal parties
and by automating these requests and chasers you are able to focus
on fulfilling the request rather than chasing records. You can use your
information management system as a single view of all records, which will
make collating the data easier and quicker.

Keep a record
Provide a supporting narrative

Every SAR should come with a full audit trail which
allows both parties to track the progress of the
request and provide updates as necessary. The
records should include the sources of all information
gathered and collated, the review steps undertaken,
and any decisions made regarding exemptions
applied and responses provided.

Every response should include a supporting narrative that
explains why, if any, information was redacted. If you have
further data pertaining to the SAR in your possession,
you’ll also need to explain why you need more time to
collect it. Ultimately, all records should be provided in an
easily readable format in a single response.
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Redact if necessary

Approve for release

Some information might need to be redacted, such
as that which relates to third parties or may cause
harm to the individual if disclosed. Where content can
be automatically redacted, particularly if the data
is structured, it should be. However cases involving
third parties or extremely sensitive data will need an
experienced knowledge worker to review, amend and
manually input to the redaction process.

If a SAR has been made electronically, the
general expectation is that the company will
also provide a response electronically. However,
it’s still a good idea to check with the individual
first once you’re ready to release the data. You’ll
then need to send it in their preferred medium
as securely as possible.
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